Import certifikatd firemni certifikaéni autority

Koho se tento ndvod tykd

Pokud mate pocita¢ mimo doménu, nebo pokud mate pocitac s operacnim systémem OS X,
doporucujeme pro bezproblémové pouzivani internich systému:

- Naimportovat certifikaty staré firemni CA, které naleznete na \\truhla\MSSW\Certifikat2009.
Certifikat kofenové CA je v souboru CertRootCA.cer a certifikdt podtizené CA je v souboru
CertSubCA.cer.

Pokud mate OS X a pouZivate Lync, mate jiZ tyto certifikaty naimportovany.

- Naimportovat certifikaty nové firemni CA, které naleznete zde \\truhla\MSSW\Certifikat2015.
Certifikat kofenové CA je v souboru CLVRootCA2.cer a certifikat podrizené CA je v souboru
CLVSubCA2.cer

Pokud budete mimo sit Cleverlance, najdete certifikaty i na adrese http://cert.cleverlance.com

V pripadé jakychkoliv problému kontaktujte IT oddéleni.
Postup

V operacnim systému Windows

Otevrete si v prazkumnikovi sitové umisténi na Truhle. Otevrete si soubor s certifikaitem kofenové
certifikacni autority a kliknéte na Install certificate

General | Details | Certification Path

R Certificate Information

This certificate is intended for the following purpose(s):
# All application policies

Issued to: Cleverlance Enterprise Solutions a.5. Subordinate

Issued by: Cleverlance Enterprise Solutions a.s. Root CA 2

valid from 15. 7. 2015 to 15. 7, 2035

\Install Certificate...| Issuer Statement

V privodci importem certifikatu vyberte Local machine a kliknéte na Next



Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store,

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections, A certificate store is the system area where certificates are kept.

Store Location
() Current User
(®) Local Machine

To continue, dick Next,

) Next Cancel |

PFi vybéru GloZisté certifikatl vyberte Place all certificates in the following store a kliknéte na Browse.
Otevre se seznam, ze kterého vyberte Trusted Root Certification Authorities.

e =

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
(@) Place all certificates in the following store

Certificate store:
Trusted Root Certification Authorities | | Brawse...

Mext || Cancel

Potvrdte import.

vew

Proces opakujte pro certifikat podfizené certifikacni autority. P¥i vybéru uloZisté certifikatl ale
vyberte Intermediate Certification Authorities.

V operacnim systému OS X
Pripojeni na sdileni (\\truhla\MSSW)

Na hornim panelu zvolte Go/Connect to Server



Select Startup Disk on Desktop 227 [

B All My Files

"y Documents.
Desktop

& Downloads
£ Home

& Computer
@ Airbrop

@ Network

7 Applications
 Utilities

Recent Folders

Co to Folder..,
Connect to Server....

Po kliknuti na Go/Connect to Server (viz. predchozi krok) se Vam zobrazi nové okno - v tomto
okné je nutné vyplnit Server Address smb://truhla/mssw a poté kliknout na tlacitko Connect.

Po splnéni predchoziho kroku budete v dalsi okné (viz. obrazek nize) vyzvani k zadani
prihlasovacich udaji do domény. Prihlasovaci jméno zadavejte véetné domény (viz obrazek).
Po zadani prihlasovacich udajd kliknéte na Connect.

Enter your name and password for the server
“truhla”.

Connect as: () Guest
(=) Registered User

Name: lciance Uveseiy{ I

Password: I !

[_| Remember this password in my keychain

| cancel | [ Connect |

Po zobrazeni obsahu slozky MSSW prejdéte do slozky s certifikaty importované certifikaéni
autority.



Pridani Certifikata

Certifikaty je nutné pridat postupné — nejdfive naimportujeme certifikat kofenové
certifikacni autority a poté certifikat podfizeni certifikaéni autority.

Pridani certifikatu provedete dvojklikem na ikonu souboru s certifikdtem korenové certifikacni
autority.

Vyplite prihlasovaci Udaje, které pouzivate k prihlaseni ke svému MacBooku a kliknéte na
Modify KeyChain.

7\ Keychain Access is trying to modify the
= system keychain. Type your password to
3. allow this.
_ﬁt‘
Name: [ITSKLAD
Password: || \
? Cancel Modify Keychain

Pozn. Pokud priddvdte certifikdt poprvé, zobrazi se Vdm jesté nabidka s vybérem uloZisté certifikdtu, ve
které se pouze nastavuje uloZisté pro importovany certifikdt — jako uloZisté pro certifikdt zvolte System.

Zobrazi se Vam okno aplikace Keychain se seznamem certifikdtd — zde poklikejte na
importovany certifikat korenové certifikacni autority.

[ BN Keychain Access
~
1 Click to uniock the System keychain. | LY
Keychains
" login Certtfion Cleverlance Enterprise Solutions a.s. Root CA 2
Crrtifiecete
& iCloud ’ Root certificate authority
- Expires: Sunday 15 July 2040 11 h 00 min 33 s Central Eurcpean Summer Time
(=i System ;
€3 This root certificate Is not trusted
System Roots
MName ~ | Kind Expires Keychain
®% Cleverlance Enterprise Solutions a.s. Root CA 2 certificate 15 Jul 2040 11:00:33 System
| com.apple. kerberos.kdc certificate 16 Jul 2035 11:30:52 System
Category .
A All ltems =] com.apple.systemdefault certificate 16 Jul 2035 11:30:51 System

Oteviou se vlastnosti certifikatu. Kliknéte na trojihelnik vedle Trust a u polozky When using
this certificate je nutné nastavit Always trust. Poté okno mUzZete zavfit.



Cleverlance Enterprise Solutions a.s. Root CA 2

T Cleverlance Enterprise Solutions a.s. Root CA 2
ety
o * Root certificate authority

o Expires: Sunday 15 July 2040 11 h 00 min 33 = Central Eurcpean Summer

i

Time
£ This root certificate is not trusted

v Trust

When using this certificate:

Extensibie Authentication (EAP)
IP Security (IPsec)
IChat Security

Kerberos Cliant

Abways Trust

Abways Trust
Always Trust
Always Trust
Always Trust
Abways Trust

Always Trust

(o]

Kerberos Server

Always Trust

Code Signing

Abways Trust

o olofoRofoNloN ol o

Time Stamping Always Trust

Po splnéni predchoziho kroku budete znovu pozadani opét o zadani prihlasovacich udajl ke
svému MacBooku. Po jejich zadani kliknéte na Update Settings.

S You are making changes to the System

L Certificate Trust Settings. Type your password

"5 toallow this.
I
Name: |ITSKLAD

Password: ||
L

-7 ) | Cancel | [ Update Settings

Nyni mate pridany certifikat kofenové certifikacni autority.

Je nutné jesté naimportovat 2. certifikat podrizené certifikacni autority - pfidani provedete
dvojklikem na ikonu souboru s certifikdtem podfizené certifikacni autority.

Zobrazi se Vam opét okno s poZadavkem na zadani prihlasovacich udajd. Po jejich zadani
kliknéte na Modify Keychain.

7~ Keychain Access is trying to modify the
system keychain. Type your password to
% allow this.

Name: | ITSKLAD

Password: ||

@ | Cancel | [ Modify Keychain.

Timto krokem jste dokondili import certifikatl v OS X.



